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Rits Provide Management Support

‘Peace of Mind’

— Information Security Manager (ISM)
— Information Security Advisor (ISA)
— Policy & Standards Development

— IS/ISO17799 Compliance Audits

— DPA Compliance Audits

— Staff Awareness Programs

— Computer Forensic & Expert Witness Services
— Ethical Hacking

— Application Security Testing

— Emergency Response Team

— Information Security Training
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Introduction

 Wireless Security Issues

« Demo — Wireless Sniffing

e Basic 802.11 Security Controls
« Demo — Cracking WEP

« WPA

« WPA2/802.11i



INFORMATION SECURITY SPECIALISTS

Wireless Networking — Easy to Implement

WLANS: Simple, Fast, Effective

 Requirements for a WLAN:

— Access Point

— Client (Integrated/PCMCIA/USB attached WLAN card)
» Easy — plug and work
e Issue

— Security is off by default

— Weakness in implementation of security
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Main Wireless Security Issues

Physical Security
 Where is the physical boundary?

Network Security

» Everyone uses firewalls on their Internet connection — what
about the WLAN?

Confidentiality
 Can someone eavesdrop on the WLAN?

Authentication
* Who has access?

Integrity
« Can an attacker inject/modify/replay data onto the WLAN?
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Hacker’'s Eye View — Wireless Sniffing

Demonstration - Wireless sniffing ...
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Basic 802.11 Security Controls

Encryption

 WEP (64/128bit WEP(40/104 bit really)
— Cryptographically Flawed
— Static Keys
— Susceptible to attack
— Next demo — breaking WEP

Authentication
e SSID

e Open Access/Shared Key
— Static Keys — Management/Disclosure

« MAC Address filtering
— Spoofing



Basic 802.11 Security Controls

Integrity

— WEP includes 32bit CRC

— Packets can be manipulated
Physical Security

— Limit range of WLAN - Reduce power of AP
» Attacker will just need a bigger antenna



Hacker’s Eye View — Cracking WEP

Demonstration — Cracking WEP ...
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Hacker’s Eye View — Cracking WEP

Counter Weakness in WEP
— Change keys frequently

— Attackers can still decrypt collected traffic using
cracked key

Bottomline:

— With Basic Controls WLANS still highly susceptible
to attack

— S0... Industry moves to WPA



WPA(Wi-Fi Protected Access) — Better Security

Main improvements

— Address WEP Weaknesses — TKIP/MIC
— Better Authentication - 802.1X

Temporal Key Integrity Protocol (TKIP)
— Stronger privacy
 Still uses RC-4 encryption
— Key rotation — (temporal key)
— Per packet keying

Message Integrity Code (MIC) - Stronger integrity

— Message Integrity Code (MIC) - computed with own integrity
algorithm (MICHAEL)

— Prevents replay attacks



WPA(Wi-Fi Protected Access) — Better Security

802.1X mutual authentication

— Per-user per session authentication
— Dynamic key distribution
— RADIUS Authentication

Pre-shared Key mode (PSK)

Security Issues

— Pre Shared Key (PSK) - passive dictionary attack - WPA
Cracker exists!

— Cisco LEAP broken —

» asleap crack — passive dictionary attack
— MIC subject to packet forgery attacks



— Stronger AES based Encryption/Integrity Checking
— TKIP(RC4 based) -> CCMP(AES based)
— MIC(Michael) -> CBC-MAC(AES based)

— WPA2-PSK —
e Passive dictionary attack
 Management of keys/Disclosure



Wi-fi - Out of the box = Insecure

WEP = Highly Vulnerable

PA-PSK = Potentially Insecure

PA + 802.1x (Secure EAP) = Secure
PA2-PSK = Potentially Insecure

PA2 + 802.1x (Secure EAP) = Best Practice

===z




